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1. Aims

Hopedale regards the lawful and correct treatment of personal information as very important to the success of our
operations and to maintaining confidence between those with whom we deal and ourselves. We will ensure that our
organisation treats personal information lawfully and correctly.

Hopedale School aims to ensure that all personal data collected about staff, pupils, parents, governors, visitors and
other individuals is collected, stored and processed in accordance with the General Data Protection Regulation (GDPR)
and the expected provisions of the Data Protection Act 2018 (DPA 2018) as set out in the Data Protection Bill.

This policy applies to all personal data, regardless of whether it is in paper or electronic format.

2. Legislation and guidance

This policy meets the requirements of the Data Protection Act 1998, (http://www.legislation.gov.uk/ukpga/1998/29/contents)
and is based on guidance published by the Information Commissioner’s Office
(http://www.legislation.gov.uk/ukpga/1998/29/contents) and model privacy notices published by the Department for Education

(https://www.gov.uk/government/publications/data-protection-and-privacy-privacy-notices)

It also meets the requirements of the GDPR and the expected provisions of the DPA 2018. It is based on guidance
published by the Information Commissioner’s Office (ICO) on the GDPR and the ICO’s code of practice for subject

access requests.

In addition, this policy complies with regulation 5 of the Education (Pupil Information) (England) Regulations 2005,
which gives parents the right of access to their child’s educational record.

3. Definitions

Term Definition

Personal data Any information relating to an identified, or
identifiable, individual.

This may include the individual’s:
e Name (including initials)
e Identification number
e Location data
e  Online identifier, such as a username

It may also include factors specific to the individual’s
physical, physiological, genetic, mental, economic,
cultural or social identity.

Special categories of personal data Personal data which is more sensitive and so needs
more protection, including information about an
individual’s:

e Racial or ethnic origin
e Political opinions

e  Religious or philosophical beliefs
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e Trade union membership
e Genetics

e Biometrics (such as fingerprints, retina and
iris patterns), where used for identification
purposes

e Health — physical or mental

e Sex life or sexual orientation

Processing Anything done to personal data, such as collecting,
recording, organising, structuring, storing, adapting,
altering, retrieving, using, disseminating, erasing or
destroying.

Processing can be automated or manual.

Data subject The identified or identifiable individual whose
personal data is held or processed.

Data controller A person or organisation that determines the
purposes and the means of processing of personal
data.

Data processor A person or other body, other than an employee of

the data controller, who processes personal data on
behalf of the data controller.

Personal data breach A breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to personal data.

4. The data controller

Hopedale School processes personal data relating to parents, pupils, staff, critical friends, visitors and others, and
therefore is a data controller.

The school is registered as a data controller with the ICO and will renew this registration annually or as otherwise
legally required.

5. Roles and responsibilities

This policy applies to all staff employed by our school, and to external organisations or individuals working on our
behalf. Staff who do not comply with this policy may face disciplinary action.

5.1 Board of Directors

The board of directors has overall responsibility for ensuring that our school complies with all relevant data protection
obligations.

5.2 Data protection officer

The data protection officer (DPO) is responsible for overseeing the implementation of this policy, monitoring our
compliance with data protection law, and developing related policies and guidelines where applicable.



They will provide an annual report of their activities directly to the board of directors and, where relevant, report to
the board their advice and recommendations on school data protection issues.

The DPO is also the first point of contact for individuals whose data the school processes, and for the ICO.
Full details of the DPQ’s responsibilities are set out in their job description.

Our DPO is Corinne Sutherland and is contactable via csutherland@hopedale.org.uk / 01538 361 886

5.3 Headteacher

The headteacher acts as the representative of the data controller on a day-to-day basis.

5.4 All staff

Staff are responsible for:
e Collecting, storing and processing any personal data in accordance with this policy
e Informing the school of any changes to their personal data, such as a change of address
e Contacting the DPO in the following circumstances:

0 With any questions about the operation of this policy, data protection law, retaining personal data
or keeping personal data secure

0 If they have any concerns that this policy is not being followed
0 If they are unsure whether or not they have a lawful basis to use personal data in a particular way

0 If they need to rely on or capture consent, draft a privacy notice, deal with data protection rights
invoked by an individual, or transfer personal data outside the European Economic Area

0 If there has been a data breach
0 Whenever they are engaging in a new activity that may affect the privacy rights of individuals

0 If they need help with any contracts or sharing personal data with third parties

6. Data protection principles
The GDPR is based on data protection principles that our school must comply with.
The principles say that personal data must be:
e  Processed lawfully, fairly and in a transparent manner
e Collected for specified, explicit and legitimate purposes
e Adequate, relevant and limited to what is necessary to fulfil the purposes for which it is processed
e Accurate and, where necessary, kept up to date
e Kept for no longer than is necessary for the purposes for which it is processed
e Processed in a way that ensures it is appropriately secure

This policy sets out how the school aims to comply with these principles.

7. Privacy notice

Under data protection law, individuals have a right to be informed about how the school uses any personal data that
we hold about them. We comply with this right by providing ‘privacy notices’ to individuals where we are processing
their personal data.

This privacy notice explains how we collect, store and use personal data about pupils.
We, Hopedale School, are the ‘data controller’ for the purposes of data protection law.
Our data protection officer is Corinne Sutherland (see ‘Contact us’ below).

The personal data we hold


mailto:csutherland@hopedale.org.uk

Personal data that we may collect, use, store and share (when appropriate) about pupils includes, but is not restricted
to:

e Contact details, contact preferences, date of birth, identification documents

e Results of internal assessments and externally set tests

e Pupil and curricular records

e Characteristics, such as ethnic background, eligibility for free school meals, or special educational needs
e Exclusion information

e Details of any medical conditions, including physical and mental health

e Attendance information

e Safeguarding information

e Details of any support received, including care packages, plans and support providers
e Photographs

e CCTV images captured in school

We may also hold data about pupils that we have received from other organisations, including other schools, local
authorities and the Department for Education.

Why we use this data
We use this data to:
e Support pupil learning
e Monitor and report on pupil progress
e Provide appropriate pastoral care
e Protect pupil welfare
e Assess the quality of our services
e Administer admissions waiting lists
e Carry out research
e Comply with the law regarding data sharing
Our legal basis for using this data
We only collect and use pupils’ personal data when the law allows us to. Most commonly, we process it where:
e We need to comply with a legal obligation
e We need it to perform an official task in the public interest
Less commonly, we may also process pupils’ personal data in situations where:
e We have obtained consent to use it in a certain way
e We need to protect the individual’s vital interests (or someone else’s interests)

Where we have obtained consent to use pupils’ personal data, this consent can be withdrawn at any time. We will
make this clear when we ask for consent and explain how consent can be withdrawn.

Some of the reasons listed above for collecting and using pupils’ personal data overlap, and there may be several
grounds which justify our use of this data.

Collecting this information

While the majority of information we collect about pupils is mandatory, there is some information that can be
provided voluntarily.

Whenever we seek to collect information from you or your child, we make it clear whether providing it is mandatory
or optional. If it is mandatory, we will explain the possible consequences of not complying.



How we store this data

We keep personal information about pupils while they are attending our school. We may also keep it beyond their
attendance at our school if this is necessary in order to comply with our legal obligations. Our management policy sets
out how long we keep information about pupils.

Please contact Corinne Sutherland to request a copy of our records management policy.
(csutherland@hopedale.org.uk)

e Paper-based records and portable electronic devices, such as laptops and hard drives, that contain personal
information are kept under lock and key when not in use

e Papers containing confidential personal information should not be left on office and classroom desks, on
staffroom tables or pinned to noticeboards where there is general access

e Where personal information needs to be taken off site (in paper or electronic form), staff must sign it in and
out from the school office

e Passwords that are at least 8 characters long containing letters and numbers are used to access school
computers, laptops and other electronic devices. Staff and pupils are reminded to change their passwords at
regular intervals

e Encryption software is used to protect all portable devices and removable media, such as laptops and USB
devices

e Staff, pupils or critical friends who store personal information on their personal devices are expected to follow
the same security procedures for school-owned equipment

Disposal of records
Personal information that is no longer needed, or has become inaccurate or out of date, is disposed of securely.

For example, we will shred or incinerate paper-based records, and override electronic files. We may also use an
outside company to safely dispose of electronic records.

Data sharing

We do not share information about pupils with any third party without consent unless the law and our policies allow
us to do so.

Where it is legally required, or necessary (and it complies with data protection law) we may share personal
information about pupils with:

e QOur local authority — to meet our legal obligations to share certain information with it, such as safeqguarding
concerns and exclusions

e The Department for Education

e The pupil’s family and representatives

e Fducators and examining bodies

e QOur regulator [specify as appropriate, e.g. Ofsted, Independent Schools Inspectorate]
e Suppliers and service providers — to enable them to provide the service we have contracted them for
e Financial organisations

e Central and local government

e Our auditors

e Survey and research organisations

e Health authorities

e Security organisations

e Health and social welfare organisations

e Professional advisers and consultants
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e Charities and voluntary organisations
e Police forces, courts, tribunals

e Professional bodies

National Pupil Database

We are required to provide information about pupils to the Department for Education as part of statutory data
collections such as the school census and early years census.

Some of this information is then stored in the National Pupil Database (NPD), which is owned and managed by the
Department and provides evidence on school performance to inform research.

The database is held electronically so it can easily be turned into statistics. The information is securely collected from
a range of sources including schools, local authorities and exam boards.

The Department for Education may share information from the NPD with other organisations which promote
children’s education or wellbeing in England. Such organisations must agree to strict terms and conditions about how
they will use the data.

For more information, see the Department’s webpage on how it collects and shares research data.

You can also contact the Department for Education with any further questions about the NPD.

Youth support services

Once our pupils reach the age of 13, we are legally required to pass on certain information about them to the relevant
local authority or youth support services provider in your area, as it has legal responsibilities regarding the education
or training of 13-19-year-olds.

This information enables it to provide youth support services, post-16 education and training services, and careers
advisers.

Parents/carers, or pupils once aged 16 or over, can contact our data protection officer to request that we only pass
the individual’s name, address and date of birth to the relevant local authority or youth support services provider.

Transferring data internationally

Where we transfer personal data to a country or territory outside the European Economic Area, we will do so in
accordance with data protection law.

Parents and pupils’ rights regarding personal data

Individuals have a right to make a ‘subject access request’ to gain access to personal information that the school holds
about them.

Parents/carers can make a request with respect to their child’s data where the child is not considered mature enough
to understand their rights over their own data (usually under the age of 12), or where the child has provided consent.

If you make a subject access request, and if we do hold information about you or your child, we will:
e Give you a description of it
e Tell you why we are holding and processing it, and how long we will keep it for
e Explain where we got it from, if not from you or your child
e Tell you who it has been, or will be, shared with

e Let you know whether any automated decision-making is being applied to the data, and any consequences of
this

e Give you a copy of the information in an intelligible form

Individuals also have the right for their personal information to be transmitted electronically to another organisation
in certain circumstances.

If you would like to make a request please contact our data protection officer.

Subject access requests must be submitted in writing, either by letter, email or fax. Requests should include:


https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
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e The pupil’s name
e A correspondence address
e A contact number and email address
e Details about the information requested
The school will not reveal the following information in response to subject access requests:
e Information that might cause serious harm to the physical or mental health of the pupil or another individual

e Information that would reveal that the child is at risk of abuse, where disclosure of that information would not
be in the child’s best interests

e Information contained in adoption and parental order records
e Certain information given to a court in proceedings concerning the child

Subject access requests for all or part of the pupil’s educational record will be provided within 15 school days. The
table below summarises the charges that apply.

Number of pages of information to be supplied Maximum fee (£)
1-19 1.00
20-29 2.00
30-39 3.00
40-49 4.00
50-59 5.00
60-69 6.00
70-79 7.00
80-89 8.00
90-99 9.00
100-149 10.00
150-199 15.00
200-249 20.00
250-299 25.00



300-349 30.00

350-399 35.00
400-449 40.00
450-499 45.00
500+ 50.00

If a subject access request does not relate to the educational record, we will respond within 40 calendar days. The
maximum charge that will apply is £10.00.

Parents/carers also have a legal right to access to their child’s educational record. To request access, please contact
Corinne Sutherland, School Business Manager (csutherland@hopedale.org.uk / 01538 361 886)

Other rights

Under data protection law, individuals have certain rights regarding how their personal data is used and kept safe,
including the right to:

Object to the use of personal data if it would cause, or is causing, damage or distress

e Prevent it being used to send direct marketing

e Object to decisions being taken by automated means (by a computer or machine, rather than by a person)

e |n certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or restrict processing
e Claim compensation for damages caused by a breach of the data protection regulations

To exercise any of these rights, please contact our data protection officer.

Complaints
We take any complaints about our collection and use of personal information very seriously.

If you think that our collection or use of personal information is unfair, misleading or inappropriate, or have any other
concern about our data processing, please raise this with us in the first instance.

To make a complaint, please contact our data protection officer.
Alternatively, you can make a complaint to the Information Commissioner’s Office:

e Report a concern online at https://ico.org.uk/concerns/

e (Call0303 1231113

e Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF

Monitoring arrangements
Corinne Sutherland is responsible for monitoring and reviewing this policy.

The Data Protection Officer checks that the school complies with this policy by, among other things, reviewing school
records annually.

At every review, the policy will be shared with the Board of Directors.
Contact us

If you have any questions, concerns or would like more information about anything mentioned in this privacy notice,
please contact our data protection officer:
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e Corinne Sutherland, csutherland@hopedale.org.uk / 01538 361 886

This notice is based on the Department for Education’s model privacy notice for pupils, amended for parents and to
reflect the way we use data in this school .
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